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1. Layered Tasks

We use the concept of layers in our daily life. As an
example, let us consider two friends who communicate

through postal mail. The process of sending a letter to a
friend would be complex if there were no services available

from the post office.

Topics discussed in this section:

Sender, Receiver, and Carrier
Hierarchy
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1. Layered Tasks

= \We use the concept of layers in our daily life

- ex : postal mail

® Sender, Receiver, and Carrier

- needs three components
- there is a hierarchy of tasks

" Hierarchy

- letter must be written and
dropped in the mailbox
before being picked up by
the letter carrier at the
sender

- letter must be dropped in the
recipient mailbox before
being picked up by the
recipient

® Services

- each layer at the sending
site uses the services of the
layer immediately below it

Sender
a

i
|

The letter is written,

put in an envelope, Higher Layers
and dropped in mailbox.

The letter is carried

from the mailbox Middle Layers

to a post office.

The letter is delivered
to a carrier by the post
office.

Lower Layers

Receiver
a

¥
1

removed from the

The letter is picked up,
envelope, and read.

from the post office

The letter is carried
to the mailbox.

from the carrier

The letter is delivered
to the post office.

ﬁ

The parcel is carried from
the source to the destination.
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2. The OSI| Model

Established in 1947, the International Standards
Organization (ISO) is a multinational body dedicated to
worldwide agreement on international standards. An ISO
standard that covers all aspects of network communications
is the Open Systems Interconnection (OSI) model. It was
first introduced in the late 1970s.

Topics discussed in this section:

Layered Architecture
Peer-to-Peer Processes
Encapsulation
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2. The OSI| Model

" The International Standards Organization (ISO) is a multinational
body dedicated to worldwide agreement of international standards.
- 7 layer
- Layer defines a segment of the process of moving information across a

network

r4 Application I
6 Presentation I
5 Session I
4 Transport I
3 Network I
2 Data link I
1 Physical I
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2. The OSI| Model

Network Models

= | ayers involved when a message is sent from device A to
device B

— may pass through many intermediate nodes

— intermediate nodes usually involve only the first three layers of the model

Application

7-6 interface

Presentation

6-5 interface

Session

5-4 interface

Transport

4-3 interface

Network

Peer-to-peer protocol (7th layer)

3-2 interface

Network

Application

7-6 interface

Presentation

6-5 interface

Session

5-4 interface

Transport

4-3 interface

Data link

Network

1 4 1 1 1 (1

2-1 interface

Data link

-

Network

il

3-2 interface

Physical

Data link

Data link

Physical

-

T 2-1 interface

Physical

Physical

Physical communication




2. The O3Sl Model

Peer—to—Peer Process
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Transmission medium
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2. The OSI| Model

Network Models

= interfaces between layers

— data passing is made possible by an interface between each pair of adjacent
layers

— defines what information and services a layer must provide for above layer

— provide modularity - specific implementation of a layer’s functions can be
modified or replaced without requiring changes to the surrounding layers

® organization of the layers
— L1, 2, and 3 - network support layer
e deal with the physical aspects of moving data from device to another

e such as electrical specifications, physical connections, physical addressing,
transport timing and reliability

— L5, 6, and 7 - user support layer

e allows interoperability among unrelated software system
— L4 - links the two subgroups

e ensures end-to-end reliable data transmission
— header can be added at each layer

e trailer is added at layer 2

e at the receiver, the headers(trailers) attached at the corresponding layer

are removed, and action appropriate to that layer are taken
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3. Layers In the OSI| Models

In this section we briefly describe the functions of each layer
in the OSI model.

Topics discussed in this section:

Physical Layer
Data Link Layer
Network Layer
Transport Layer
Session Layer
Presentation Layer
Application Layer
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3. Layers In the OSI| Models

1) Physical Layer

= coordinates the functions required to transmit a bit stream over a
physical medium

From data link layer To data link layer

¥ L]

101010000000101111001 101010000000101111001

Physical
layer

Physical
layer

Transmission medium

— Characteristics of interfaces and medium

e physical, electrical, procedural, and functional characteristics of the
interface between the devices and the transmission medium

e defines the type of the transmission medium
— Representation of bits
e defines the type of encoding
e how 0Os and 1s are changed to signals — electrical or optical
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3. Layers In the OSI| Models

1) Physical Layer

— Data rate, transmission rate : the number of bits sent each seconds
e defines the duration of a bit
— Synchronization of bits
e sender and receiver clocks must be synchronized
— Line configuration
e The physical layer is concerned with the connection of device to the media
— Physical topology
e The physical topology defines how devices are connected to make a network.
— Transmission mode

e The physical layer also defines the direction of transmission between two devices:
simplex, half-duplex, or full-duplex.

The physical layer is responsible for movements of
individual bits from one hop (node) to the next.
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3. Layers In the OSI| Models

2) Data Link Layer

®"makes the physical layer appear error-free to the upper (network) layer

From network layer To network layer

Data link layer Data link layer

To physical layer From physical layer
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3. Layers In the OSI| Models

2) Data Link Layer
"responsible for node-to-node delivery

— framing
e divides the data stream into manageable data unit - frame
e detection of frame at the receiver

— physical addressing

e adds a header to define the sender (source address) and/or receiver
(destination address)

e distribute frames to different systems on the sender’s network

e receiver address is the address of the devices that connects one network to
the next if the frame is intended for a system outside the sender’s network

— flow control : necessary when data is being sent faster than it can be processed
by receiver

— error control

e detect and retransmit damaged or lost frames to add reliability to the physical
layer

e also prevent duplication of frames
e normally achieved through a trailer added to the end of the frames

— access control : determines which device has control over the link at any given
time when two or more devices are connected to the same link
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3. Layers In the OSI| Models

2) Data Link Layer

=Fxample.

10 28 53 65 87
T2 Data 10 87
/ / \
/ \
Trailer Source  Destination

address  address
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3. Layers In the OSI| Models

2) Data Link Layer
"hop-by-hop (node-to-node) delivery concept by the data link layer

Intermediate Endsem
End system
[~ 0 Intermediate e ©
- | system D

E F
Hop-to-hop delivery Hop-to-hop delivery | Hop-to-hop delivery>|
B 2 P
A B E F
A I Data link AJ Data link | A I Data link A I
I Physical J | Physical J Physical I I
] - ¥

Hop-to-hop delivery Hop-to-hop delivery Hop-to-hop delivery
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3. Layers In the OSI| Models

2) Data Link Layer

‘ Notel

The data link layer is responsible for moving
frames from one hop (node) to the next.

17 /39



3. Layers In the OSI| Models

3) Network Layer

From transport layer To transport layer
|
Data Packet
I |
Network I
layer
To data link layer From data link layer

=responsible for the delivery of packets from the original source to

the final destination possibly across multiple networks (links)
— logical addressing

e If a packet passes the network boundary, we need it to help distinguish the
source and destination systems

— routing

e in the internet, connecting devices (called routers or switches) route or
switch the packets to their final destination
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3. Layers In the OSI| Models

3) Network Layer
=concept of source-to-destination delivery

Intermediate system
system

Intermediate

Intermediate
system

Hop -to-hop dellver),ur Hop—to~hop delivery Hop -to-hop dellweryr

Source-to-destination delivery

A
Y

Network Network Network

Data link . . . Data link . . . Data link
Physical . l . Physical . . . Physical

Source-to-destination delivery

A
Y
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3. Layers In the OSI| Models

3) Network Layer
=Fxample.

A
I—» T2 |[[Data][A|P| 10 20 —l

h 95 66 | P |A|[[Data]|| T2 «(—I
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3. Layers In the OSI| Models

3) Network Layer

‘ NoteI

The network layer is responsible for the
delivery of individual packets from
the source host to the destination host.
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3. Layers In the OSI| Models

4) Transport Layer network layer

= responsible for process-to-process delivery of the entire message
— treats each packet_independently

— ensures that the whole message arrives intact and in order
— use both error control and flow control at the source-to-destination level

" port addressing
— computers often run several processes (running program) at the same time
— process-to-process delivery means delivery to a specific process
— header must therefore include a type of address called port address

" segmentation and reassembly

— a message is divided into transmittable segments at the sender
— reassemble the message correctly upon arriving at the receiver

From session layer To session layer

[ |
rd /' '
s 7 I\ \ \
" s s/ /7 \ \ / \
e 7 7/ / \ \ \\
7 < / !/ \ \
s P < / :

- Data . Data Data . Data Data Data

I | | [ 1 | I |

Segments Segments
Transport Transport

layer To network layer From network layer layer 22/ 39




3. Layers In the OSI| Models

4) Transport Layer network layer

®connection control
— connectionless mode : treats each segment as an independent packet
— connection-oriented mode : needs connection control

e make a connection with the transport layer at the destination machine before
delivering the packets

e after all the data are transferred, the connection is terminated
e has more control over sequencing, flow and error control

=flow control : end-to-end flow control rather than across a single link
=error control : end-to-end error control rather than across a single link

Processes Processes

]

\_/

Network layer
Host-to-host delivery

Transport layer
Process-to-process delivery 23/ 39



3. Layers In the OSI| Models

4) Transport Layer network layer
="Example

| - | Application Application |
layer layer
J [k Transport Transport
[Data-1]|J [k | layer layer Data-2
Data-2]| j [k |A|P Network Network '
Data-1]| J A|P| layer layer Data-2|| J
.2 " Data link 1 Data link 1
T2|[Data2]|j [k |A P H2 ata link layer ata link layer |+,
T2 j [ |a|P[H2 T2 '
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3. Layers In the OSI| Models

4) Transport Layer network layer

‘ Notel

The transport layer is responsible for the delivery
of a message from one process to another.
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3. Layers In the OSI| Models

5) Session Layer
® the session layer is responsible for dialog control and synchronization.

® Dialog control : the Session layer allows two systems to enter into a dialog.
It allows the communication between two processes to take place in either

half-duplex

= Synchronization : the Session layer allows a process to add checkpoints, or
synchronization points, to a stream of data.
To presentation layer

From presentation layer

[
/ / / /
/ /;’/ ,4 ! / /{f :‘4 /
/ /
/ 71 / " I’ / 71 / ,-' !l
/ il l-’ / ﬁl l-’
syn syn syn syn syn syn
I I
Session
layer

I
Session
layer

To transport layer

From transport layer
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3. Layers In the OSI| Models

5) Session Layer

‘ Notel

The session layer is responsible for dialog
control and synchronization.
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3. Layers In the OSI| Models

6) Presentation Layer
® responsible for translation, compression, and encryption.

" Translation : the processes in two systems are usually exchanging
information in the form of character string, number, and so on.

= Encryption : to carry sensitive information, a system must be able to ensure
privacy.

= Compression : Data compression reduces the number of bits contained in
the information

From application layer To application layer

! |

Presentation Presentation

layer layer
To session layer From session layer
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3. Layers In the OSI| Models

6) Presentation Layer

‘ Notel

The presentation layer is responsible for translation,
compression, and encryption.
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3. Layers In the OSI| Models

7) Application Layer
® responsible for providing services to the user.

= Network virtual terminal ;: a network virtual terminal is a software version
of a physical terminal, and it allows a user to log on to a remote host.

= File transfer, access, and management : this application allows a user to
access files in a remote host, to retrieve files from a remote computer for
use in the local computer, and to manage or control files in a remote
computer locally

= Mail services : this application provides distributed database sources and
access for global information about various objects and services.

User User
(human or program) (human or program)

x.soo\ ‘ FTAM \ -++ | X.400 \ x.soo\ ‘ I-‘TAM\ -+« |[X.400 \
I

- Data Message - Data Message

Application Application
layer layer

To presentation layer From presentation layer 30/ 39




3. Layers In the OSI| Models

7) Application Layer

‘ Notel

The application layer is responsible for
providing services to the user.
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3. Layers In the OSI| Models

Summary of Layers

To translate, encrypt, and
compress data

Application

Presentation

To allow access to network
resources

To provide reliable process-to-
process message delivery and
error recovery

Session

Transport

To establish, manage, and
terminate sessions

To organize bits into frames;
to provide hop-to-hop delivery

Network

Data link

To move packets from source
to destination; to provide
internetworking

Physical

To transmit bits over a medium;
to provide mechanical and
electrical specifications
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4. TCP/IP Protocol Suite

The layers in the TCP/IP protocol suite do not exactly match those
in the OSI model. The original TCP/IP protocol suite was defined
as having four layers: host-to-network, internet, transport, and
application. However, when TCP/IP is compared to OSI, we can
say that the TCP/IP protocol suite is made of five layers: physical,
data link, network, transport, and application.

Topics discussed in this section:

Physical and Data Link Layers
Network Layer

Transport Layer

Application Layer
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4. TCP/IP Protocol Suite

The layers in the TCP/IP protocol suite do not exactly match those in the
OSI model. The original TCP/IP protocol suite was defined as having four
layers: host-to-network, internet, transport, and application. However,
when TCP/IP is compared to OSI, we can say that the TCP/IP protocol
suite is made of five layers: physical, data link, network, transport, and
application.

Applications

Protocols defined by
the underlying networks
(host-to-network)
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4. TCP/IP Protocol Suite

"Physical and Data Link Layers

— At the physical and data link layer, TCP/IP does not define any specific protocol.
It supports all the standard and proprietary protocols.

"Network layer

— Supports the Internetworking Protocol. IP, in turn, uses four supporting protocols,
ARP, RARP, ICMP, and IGMP.

— Internetworking Protocol (IP)
e the transmission mechanism used by the TCP/IP protocols.
e an unreliable and connectionless protocol - a best-effort delivery service.
e |IP transports data in packets called datagrams

e The limited functionality of IP should not be considered a weakness, however
IP provides bare-bones transmission functions that free the user to add only
those facilities necessary for a given application and thereby allows for
maximum efficiency.

— Address Resolution Protocol (ARP)
e ARP is used to associate a logical address with a physical address

e ARP is used to find the physical address of the node when its Internet
address is known.
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4. TCP/IP Protocol Suite

— Reverse Address Resolution Protocol (RARP)

e RARP allows a host to discover its Internet address when it knows only its
physical address.

— Internet Control Message Protocol (ICMP)

e ICMP is a mechanism used by host and gateways to send naotification of
datagram problems back to the sender.

— Internet Group Message Protocol (IGMP)

e IGMP is used to facilitate the simultaneous transmission of a message to group
of recipients.
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4. TCP/IP Protocol Suite

®"Transport layer
Represented in TCP/IP by two protocols : TCP and UDP

IP is a host-host protocol, it can deliver a packet from one physical device to
another.

TCP and UDP are transport level protocols responsible for delivery of a

message from a process to another process.

User Datagram Protocol (UDP)
e UDP is the simpler of the two standard TCP/IP transport protocols

e A process-to-process protocol that adds only port addresses, checksum error
control, and length information to the data from the upper layer.

Transmission Control Protocol (TCP)
e TCP provides full transport-layer services to applications.

e TCP is a reliable stream transport protocol. Cf. The term stream means a
connection-oriented.

Stream Control Transmission Protocol (SCTP)

e SCTP provides support for newer applications such as voice over the
Internet protocol (VolIP).
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4. TCP/IP Protocol Suite

=" Application Layer

— The application layer in TCP/IP is equivalent to the combined session,
presentation, and application layers in the OSI model.

— Many protocols are defined at this layer.
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®"The OSI-7 model defines seven layers: physical layer, data link
layer, network layer, transport layer, session layer, presentation
layer, and application layer.

®"The physical layer coordinates the functions required to
transmit a bit stream over a physical medium.

®"The data link layer is responsible for delivering data units from
one station to the next without errors.

®"The network layer is responsible for the source-to-destination
delivery of a packet across multiple network links.

®"The transport layer is responsible for the process-to-process
delivery of the entire message.

" The application layer enables the users to access the network.
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